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NIS2 is the new European 
cybersecurity directive that will 
replace the existing NIS Directive   
as from October 2024.

It is the most comprehensive 
EU cybersecurity legislation to 
date, covering 18 sectors and 
over 180K+ companies.

Its purpose is to establish a 
baseline of security measures for 
digital service providers and 
operators of essential services, to 
mitigate the risk of cyber attacks 
and to improve the overall level 
of cybersecurity in the EU.

18
------
180K

Overview of NIS2

Member States have until October 17, 2024 to transpose 
the Directive into national law. This means that each 
organization encompassed by the Directive will be legally 
obligated to live up to its requirements by Q4 2024.



The Network Information Security Directive 

NIS2 vs. NIS1

Stronger 

requirements and 

more affected 

sectors

Focus on securing 

and business 

continuity. This 

includes supply 

chain security.

Improving & 

streamlining the 

report 

obligations.

Worse 

Repercussions. 

Next to fines, 

NIS2 can lead to 

legal 

ramifications for 

management.

Enforcement 

localized in all 

European member 

states



NIS affects various sectors, including…

Large companies are part of the sectors 

of high criticality listed in Annex I of 

the Directive. 

A large entity is defined as a company with at least 

250 employees 

Or

with an annual turnover of at least 50 million euros 

or an annual balance sheet total of at least 43 million 

euros.

Medium-sized enterprises operating in the sectors  

of high criticality of Annex I of the Directive,

Large or medium-sized enterprises in the sectors    

of Annex II of the Directive that do not fall                     

into the essential entity category                                          

(due to their size or the type of entity involved).

A medium-sized enterprise is defined as one with at least 50 

employees 

Or

with an annual turnover (or balance sheet total) of at least                                  

10 million euros, but with fewer than 250 employees 

 And 

no more than 50 million euros annual turnover or                                             

43 million euros balance sheet total.

 

 

Essential Entity Important Entity

Failure to do so can results in:

Fine of >10 million Euro or 2% of global annual turnover for essential entities 

and >1.7 million Euro or 1.4% of global annual turnover for important entities



Who?

Essential sectors:

Energy 

Transport 

Banking

Financial market infrastructure

Health sector

Drinking water

Wastewater

Digital Infrastructure 

IT service management

Public administration

Space

Important sectors:

Postal and courier services

Waste management

Chemicals

Food

Manufacturing of medical  devices

Digital providers

Research organizations 

New sectors included in NIS2



NIS2 Timeline

Entry into force 

of the NIS 2 

Directive

Guidelines on the 

application of Articles 

31 and 42 of the 

Directive 

Deadline for Member 

States to transpose 

into national law

Today

July ‘23

January ‘23 October ‘24 TBD

January ‘25

TBD

April ‘25

Deadline for Member States to 

communicate sanctioning 

regime to EU Commission

Deadline for Member States to 

submit the list of 

Essential/Important Entities

The NIS 2 Directive requires organizations to identify themselves as 

essential/important entities, unlike the NIS Directive, which gave Member States 

the responsibility for identifying entities in Scope

Deadline for Organizations to 

register as Essential/Important 

Entities

Deadline for implementation 

of Regulatory Requirements 

by Essential/Important Entities

Notes: 1) Article 3 provides that Member States shall define, by 17 April 2025, a list of essential and important entities included in the scope of the Directive; 2) Article 4 provides that the provisions of the Directive do not 
apply to those entities that fall within the scope of sector-specific legal acts of the Union that define obligations at least equivalent to those of the Directive, in the field of Cyber risk management measures and notification 
of significant incidents

Obligations to be fulfilled by Member States

Obligations to be fulfilled by the Organizations



What does NIS2 mean for organizations?

Cybersecurity Risk Management Measures Incident Reporting Obligations

Risk 

Management

Security                   

Policies

Incident 

handling 

(prevention, 

detection & 

response to 

incidents)

Business 

continuity and 

crisis 

management

Supply chain 

security 

consider 

supplier 

vulnerabilities

Vulnerability 

handling and 

disclosures

Regular assessments to determine 

the effectiveness of cybersecurity 

risk management measures (e.g., 

reflection of state of art – security 

posture)

The use of 

cryptography 

and 

encryption 

where 

warranted

Basic 

cybersecurity 

hygiene & 

training

The use of 

MFA or 

continuous 

authentication

Report incidents with significant* impact on the provision                 

of services

Within 24 hours Within 72 hours 

an extensive 

report 

Within 1 month 

a final report

progress report

*=An incident is significant if it has caused or is capable of causing severe 
operational disruption of the services or financial loss for the entity 
concerned or if it has affected or is capable of affecting other natural or 
legal persons by causing considerable material or non-material damage

Computer 

Security Incident 

Response Team 

(CSIRT)

Competent 

Authority

Recipients of 

services 



Microsoft leads with end-to-end protection

Microsoft

Security

Security 
services

Threat 
protection

Cloud 
security

Identity and access 
management

Microsoft 

Security

Network access 
and  security

Data 
security

Posture and risk 
management

Endpoint 
management

Zero Trust Artificial intelligence

Risk Management

Security Policies

Incident handling 
(prevention, 
detection & 
response to 
incidents)

Business continuity 
and crisis 
management

Basic cybersecurity 
hygiene & training

Vulnerability 
handling and 
disclosures

The use of 
cryptography and 
encryption where 
warranted

The use of MFA or 
continuous 
authentication

Supply Chain 
Security

NIS2 measures



Microsoft’s integrated Security platform

Microsoft

 Copilot for 

Security

Microsoft 
Defender

Microsoft
Sentinel

Microsoft 
Entra

Microsoft 
Purview

Microsoft 
Priva

Microsoft 
Intune

Cloud 
platforms

Multicloud

Device
OSs

Multiplatform



NIS Objectives & Principles vs Microsoft Technology

NIS Principles Microsoft Solution Comments

Governance Defender CSPM, Entra

Risk Management Defender XDR and Purview Compliance Manager and Insider Risk 

Management
NIS2 template in Compliance Manager released

Asset Management Defender CSPM, Defender for Endpoint

Supply Chain Defender XDR, Entra and DevOps

Service Protection Defender for API In Preview

Identity & Access Entra

Data Security Microsoft 365 Purview (Information Protection, Data Loss

Prevention, Insider Risk Management)

System Security Defender for Endpoint, Defender for IoT and Intune

Resilient Networks Azure Network Security 3rd party integration with the major NDR vendors

Staff Awareness O365 Phishing Simulation, Learning Paths, Policy Tips in Purview

Security Monitoring Microsoft Sentinel

Proactive Security Defender XDR

Response and Recovery Defender XDR, Azure Backup and Recovery 3rd party integration with major DR vendors

https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework



NIS2 Purview Compliance Manager Assessment template (New!)



At the heart of 

every cybersecurity 

hardening effort, 

there’s always the 

DATA SECURITY

NonSoloSecurity.cloud
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Report incidents with significant* impact on the provision                 
of services

Within 24 hours Within 72 hours 
an extensive 
report 

Within 1 month a 
final report
progress report

*=An incident is significant if it has caused or is capable of causing severe 
operational disruption of the services or financial loss for the entity concerned or if 
it has affected or is capable of affecting other natural or legal persons by causing 
considerable material or non-material damage

Computer Security 
Incident Response 
Team (CSIRT)

Competent 
Authority

Recipients of 
services 
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VIEW EDIT COPY PASTE

Email 
attachment

Corporate apps

Personal apps

FILE
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https://learn.microsoft.com/en-us/information-protection/develop/overview
https://learn.microsoft.com/en-us/information-protection/develop/overview
https://www.secude.com/halocad
https://www.secude.com/halocore
https://learn.microsoft.com/en-us/purview/information-protection-client?tabs=devices%2Cinstall-client-exe%2Cclassification-file-types%2Cexcluded-folders
https://learn.microsoft.com/en-us/purview/information-protection-client?tabs=devices%2Cinstall-client-exe%2Cclassification-file-types%2Cexcluded-folders
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DEFINE CLASSIFICATION 

SCHEME

DEFINE ALL 

CLASSIFICATION POLICY 

CONDITIONS

CREATE/TEST AND 

DEPLOY 

CLASSIFICATION POLICY

ONGOING USAGE, 

MONITORING AND 

REMEDIATION

Data owner

DEFINE CLASSIFICATION 

SCHEME

DEFINE ALL 

CLASSIFICATION POLICY 

CONDITIONS

CREATE/TEST AND 

DEPLOY 

CLASSIFICATION POLICY

ONGOING USAGE, 

MONITORING AND 

REMEDIATION
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Protezione dei file CAD con 
HaloCAD

Proteggi i dati sensibili • Prevenire costose fughe di notizie • Garantire la conformità alle normative

Member of Microsoft

Intelligent Security Association

Blake Wood, CISSP CCSP
VP of Global Alliances



The NIS2 Regulation 

Primary Goals

 To protect intellectual 

property – via data leakage or 

data breach

 To secure the manufacturing 

supply chain – Especially 

when sharing CAD files

 Achieve compliance by 17 

October 2024

Affected Manufacturers

 >250 employees or > €50M

 Chemicals, food, medical 

devices, computers, 

electronics, machinery, and 

motor vehicles 

Similar Regulations in the 

EU and Abroad

 Digital Operational Resilience 

Act - DORA (EU)

 Cybersecurity Maturity Model 

Compliance – CMMC 2.0 (US)

VW Beetle Toyota Land CruiserPorsche Macan

Ora Punk Cat Hengtian L4600Zotye SR8



CAD Files
Challenges securing this intellectual property

Difficult to classify and protect CAD data

• Many software vendors and proprietary file formats to support

• Product Lifecycle Management (PLM) systems also complicate this 

• A challenge for Off-The-Shelf DLP and Data Governance platforms like MS Purview 

Software Vendor CAD Product HaloCAD Supported File Formats

Autodesk AutoCAD .dwg, .dxf

Autodesk Inventor .ipt, .iam, .idw, .ipn

Bentley MicroStation .dgn

Dassault Solidworks .sldprt, .sldasm, .slddrw, .slddrt

PTC Creo .asm, .prt, .mfg, .drw, .frm, .lay, .sec, .cem

Revit Revit .rvt, .rfa

Siemens NX CAD .prt, .jt

Siemens Solid Edge . par, .psm, .asm, .dft

N/A CAD neutral formats .step, .iges

Software Vendor PLM System

Autodesk Vault Basic

Autodesk Vault Professional

Dassault SolidWorks PDM

Keytech PLM 

PTC  Windchill

SAP ECTR

Siemens Teamcenter 



Microsoft Purview Information Protection (MPIP)
Extending MPIP through CAD Application Integration

Public

General

Confidential

…

Extendable via SDK 
to 3rd party tools

Sensitivity Labels

Rights Management Service

Protection using encryption as the outcome of classification and labeling

Data Classification Service

Sensitive Info Types (SITs)

Exact Data Match

Named Entities

Trainable Classifiers

All Credentials 

SITs

Context-based Classification

Native integration with Microsoft 365 apps and services

CAD Applications

Third-party extensions for:

Autodesk, Bentley, Dassault, 

PTC, Siemens and more  

MIP SDK

Enforce application rules with Sensitivity Labels 

Enforce file access controls with Sensitivity Labels 



HaloCAD

CAD and PLM applications supported include 

Autodesk Inventor / AutoCAD / Revit / Vault, 

PTC Creo Parametric / Windchill, Siemens 

NX/Solid Edge / Teamcenter, Dassault 

SolidWorks PDM, SAP ECTR and Keytech. 

Planned support : Dassault DraftSight and 

CATIA.

HaloCAD Plugs Directly into CAD and PLM Applications
Extend Microsoft Purview Information Protection to support multiple CAD file formats, 

automatically securing CAD/PLM data and protecting your IP

(MPIP)
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Example: HALOCAD for Dassault Solidworks

Enabling Microsoft Purview Information Protection in Dassault Solidworks



Halocad Architecture with Product Lifecycle Management (PLM)

Microsoft Purview Information
Protection

Application
Registrations

Authentication
Certificate

HaloENGINE Server

SSL Server
Certificate

PTC Windchill

Windchill Server

HaloENGINE
Service

MPIP
Framework

Authentication
Certificate

HaloENGINE Server

HaloENGINE
Service

MPIP
Framework

Authentication
Certificate

Client Workstation

HaloCAD for
Creo

MPIP
FrameworkPTC Creo

HaloCAD for 

Windchill

SSL Client
Certificate

Log data stream
→ Sentinel, Splunk,

etc.
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HaloENGINE:  Mapping Security Controls from Product Lifecycle 
Management (PLM) to MPIP Sensitivity Labels

Automated mapping of access & usage controls to the corresponding MPIP label



Secure CAD Collaboration
Extend Microsoft Purview Information Protection to CAD/PLM data and secure the manufacturing 

supply chain

Company 1 Company 2
Designer Partner

(MPIP)
File labeling, policies and 

access controls follow the file

wherever it travels making it

Zero Trust by default.  

(MPIP)
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