Security that goes wherever
your CAD data goes

Protect your CAD files and Corporate IP in heterogeneous
environment with HALOCAD and Microsoft

m Microsoft Security
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How will you protect your CAD data
once it leaves your handse

Extend data protection beyond your organization’s IT
perimeter

In today’s business environment, Computer Aided Designs (CAD) data are
shared beyond a company’s IT boundary. That means an organization’s
critical intellectual property (IP) based on CAD files, such as blueprints,
drawings, illustrations, and simulations, can easily get into the wrong hands.
Consequently, loss or breach of proprietary information can result in loss of
reputation, sales, and profit, causing irreversible damage.

While collaboration and the exchange of information are essential parts of
product design, the lack of adequate network, process, and data protection
pose a large threat to businesses small and large. Although sharing and
outsourcing design concepts are necessary to support development projects,
there’s no simple way to control who has access to those files after they leave
the four walls of your company.

4y» SECUDE



27% of breaches 80% of senior IT leaders believe their

in 2021 involved IP.! organizations lack sufficient protection
against cyberattacks.?

The annual cost from

IP losses can range from$225 bl||IOﬂ TO $6OO bl”lOﬂ

SECUDE HALOCAD is a leading security solution that integrates with Microsoft
Purview Information Protection to secure priceless CAD files throughout their
lifecycle — both inside and outside an organization’s IT boundary.

Reduce the possibilities of a data leak

) Secure your » Automate your » Enhance your
collaboration security security tools
Protect your CAD Apply Microsoft Extend the secu-
files without Purview Information rity templates of
compromising Protection sensitivity Microsoft Purview
on teamwork and labels automati- Information
collaboration. cally without user Protection without

engagement. disrupting the
workflow.
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Secure your collaboration

Protect sensitive CAD data from both internal and
external threats

When collaborating across multiple platforms and with different partners,
vendors, customers, and other parties in the supply chain, it can be difficult
to protect sensitive design data and proprietary information. Others
accessing CAD information outside the corporate network often do not
have full Microsoft Purview Information Protection.

HALOCAD extends the security templates provided by Microsoft Purview
Information Protection and protects sensitive CAD data in the form of
drawings, blueprints, designs, and other IP —regardless of whether those files
are shared outside a company’s corporate network. It ensures your compliance
policies are maintained outside the firewall and removes manual data
protection steps from the hands of suppliers. HALOCAD provides access,
forwarding, and privilege control for CAD environments as part of Enterprise
Digital Rights Management.

salesforce
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Ensure compliance

HALOCAD enhances Microsoft 365 E5 compliance to
protect CAD files across the production chain, including
uncontrolled partner and supplier IT environments.
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Automate your security

Automatically protect your CAD files at every step of the
development lifecycle

Applying manual data protection every time a file is exported, downloaded, or
accessed outside the application can be a time-consuming and error-prone
process.

HALOCAD helps you seamlessly apply Microsoft Purview Information
Protection labeling templates for your CAD files in a simple and cost-effective
manner. HALOCAD automatically applies Microsoft Purview Information
Protection labels to protect CAD drawings during checkout from the product
lifecycle management (PLM) system vault. Seamlessly open protected files
and enforce user privileges with no manual intervention and no disruption to
existing workflows. Allow authorized users to open and modify protected files,
ensuring protection even when the file is accessed by multiple users.

Protect CAD data no matter the format

HALOCAD extends CAD data protection and supports
multi-file formats, including DWG, DXF, IPT, IAM, IDW,
RVT, ASM, PRT, PAR, PSM, and SLDPRT.
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Enhance your security tools

Extend the security provided by Microsoft Purview
Information Protection to the complete lifecycle of
CAD files

Boost your Microsoft 365 monthly active users with protected files, enabling
easy encryption, permission enforcement, and collaboration with partners.
HALOCAD integrates with the Microsoft Purview Information Protection SDK
in addition to the content authoring environment and works as an add-on

to the content repository. It also implements information protection policies
across supported repositories. Automate protection for various PLM
environments and plug-in for major CAD applications.

SECUDE and Microsoft

Microsoft 365 users can take advantage of Microsoft
Purview Information Protection as part of their ES
license without needing to upgrade or maintain the
rights engines. Gain a 360-degree view of holistic
encryption strategy with HALOCAD using Microsoft
Purview Information Protection and integrations with
SAP, CAD, and PLM environments.
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® Microsoft Information
HAI—OCAD + Protection
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https://secude.com/contact-us/
https://secude.com/contact-us/
https://secude.com/halocad/
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